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1. Introduction 

2. Why this Policy exists 

 

 

 

 



 

 

3. Definitions  
 

“Broker” m

 

 

“Client”  
 

“Conditions” 

 

 

 

 

 

 

 

 

Data Subject” 

“Operator” 

“Person” 

 
“Personal Information” 

 

 

 

 

 

 

 



 

 

 

“Privacy Officer / Information Officer” 

 

“Process” 

“Processing” 

 

 

 

“Public record” 

 

“Record” 

 

 

 

 

 

 

 

 

 
“Regulator” 



 

 

4. Policy Scope 

 

 

 

 

4. Personal Information that we collect 

General identification and contact information  

Identification numbers issued by government bodies or agencies  

Financial information and account details  



 

 

Medical condition and health status  

Other sensitive information  

Telephone recordings  

Information to investigate crime, including fraud and money laundering  

 
Information enabling us to provide products and services  

Marketing preferences and customer feedback  



 

 

5. From whom do we collect the Personal Information 

 

 

 

 

 

 

 

 

 

 

 

 

6. How we use Personal Information 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

7. International Transfer of Personal Information 
 

 
8. Sharing of Personal Information 

 

Our group companies

Other insurance and distribution parties



 

 

 
Our service providers

Governmental authorities and third parties involved in court action  
 

 

 

 

 

 

 

 

Other Third Parties  
 



 

 

 
9. Security 

10. Retention of Personal Information 

11. Marketing Preferences 



 

 

12. Access and Correction Requests, Questions and Concerns 

 

13. Other information we may collect through our website 
 

 

 

 

 

 

Through your internet browser:

Using cookies:  
 



 

 

Using pixel tags, web beacons, clear GIFs or other similar technologies:

From you:

By aggregating information:

 

14. Who to contact about your personal information 
 

Name:

E-mail address:

Telephone number:
 

15. Changes to this Privacy Policy 

mailto:graham@consort.co.za


 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

  

 

 

 

https://justice.gov.za/inforeg/contact.html


 

 

 

 

 

Description Details 

Description of the breach 

Type of information involved 

How the breach was discovered 

Cause and extent of breach 

List of affected individuals 

 

 

 

 

 

 

 

 

 

 



 

 

 

 
Is the breach likely to result in 
serious harm to any of the 
individuals to whom the harm 
relates? 
 

 

 

 

 

 

 
Remedial action 
 

Is or will the remedial action 
result in making serious harm 
no longer likely? 

Who will be notified of the 
breach? 

[Option 1] 

 

 

 



 

 

[Option 2] 

Preliminary recommendations

Names of response team 
members

Date



 

 

 
Company Name: HIGHLY CONFIDENTIAL 

Your Name: 

PC Name: (e.g., XX######) 

Dept/Division: 

Today’s Date: 

Tel No: 

Email Address: 

Date of Incident:  Time of Incident:  
Who Was Notified?  Time of Notification:  
Brief Description of Incident: (include website URLs, suspect name(s), impacted system(s), other 
relevant data...) 
 
 
 
 

Did you witness the incident yourself? ☐  ☐ No  

Did others witness the incident? (if yes, specify 
below) 

☐  ☐ No  

To your knowledge was any of the following 
involved? 

☐  ☐ No  

 Telephone ☐  ☐ No  

 Fax ☐  ☐ No  

 Theft ☐  ☐ No  

 Fraud ☐  ☐ No  

 Photocopier ☐  ☐ No  

 Unauthorised Access ☐  ☐ No  

 Computer Hardware ☐  ☐ No  

 Customers ☐  ☐ No  

 Email ☐  ☐ No  

 Third Parties ☐  ☐ No  

 Internet Download ☐  ☐ No  

 Copyright ☐  ☐ No  

 Virus ☐  ☐ No  

 Other (Please specify) ☐  ☐ No  

 

 



 

 

Was any COMPANY Internal or Confidential 
information compromised? 

Did you report this incident to: (Please circle all 
applicable) 

Supervisor - Law Enforcement – Director of IT – 
Internal Auditor – Other (Please Specify) 

Initiated By: Date: 

Reviewed By: Date: 

Approved By (1): Date: 

Approved By (2): Date: 



 

 

 
 
 

Data Breach Notification 
 
Attention:

Type of notification 

☐

☐

☐

ID of notification 
(Optional - internal ID from your org.) 

Date of previous notification 
(case complementary notification) 

ID of previously notified breach (case 
complementary notification) 

Summary of the data breach 
(summarize the events that 
occurred) 

 
1. Company Details 

1.1. Contact Details 
Name of the organisation 
Address and any relevant 
contact details of the 
organisation 
Name and function of the 
reporting person 
Reporting person’s contact 
details 
Name and function of the 
person who can be 
contacted for more 
information about the 
breach 
Email address 

Phone number 



 

 

Postal address 
Sector of activity of the 
organisation 
2.2. Involvement of others outside the responsible party for the service concerned by the data 

breach 
Name and qualification of 
the other involved party 

 

3. Timeline 

Date of breach 

Start date of breach 

End date of breach 
Date of awareness of 
breach 
Means of detection of 
breach 
Date of notification by 
Operator 
Reasons for late 
notification of breach 
Comments on the dates 

4. About the breach 

Nature of the incident 

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

 



 

 

Cause of the breach 

☐

☐

☐

☐

☐

5. About the breached data 

Regular data 

☐

☐

☐

☐

☐

☐

☐

☐

☐

Special categories of data 

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

Approximate number of 
personal data records 
concerned by the breach 



 

 

6. About the Data Subjects / Affected Party 

Type 

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

Detailed description of the 
concerned data subjects 
Approximate number of 
persons concerned by the 
breach 

7. About the measures in place BEFORE the breach 
 

Description of measures in 
place before the breach 

 
 

 
8. Consequences of the breach 

 

In the event this is a 
breach of Confidentiality 

☐

☐

☐

☐

In the event this is a 
breach of Integrity 

☐

☐

☐

In the event this is a 
breach of availability 

☐

☐

☐

 

 



 

 

8.1. Physical, material or non-material damage or significant consequences to the data subjects 

Nature of the potential 
impact for the data 
subject 

☐

☐

☐

☐

☐

☐

☐

☐

☐

☐

Severity of the potential 
impacts 

☐

☐

☐

☐

 
9. Action(s) taken 

9.2. Communication to data subjects 

Information of data 
subjects 

☐

☐

☐

☐

Date of when information 
was given to data subjects 
if they already have been 
informed 
Date of future information 
of the data subjects if they 
have not been informed 
yet 

☐

☐

Number of data subjects 
informed 

Means of communication 
used to inform the data 
subject 
Content of the information 
delivered to the data 
subjects 

 



 

 

Reason for not informing 
data subject 

☐

☐

☐

9.3. Measures taken to address the breach 
Measures taken by the 
Responsible Party to 
address the breach 

 
 

 

9.4. Cross border and other notifications 

Is this notification a cross 
border notification made 
to your lead supervisory 
authority ? 

 

☐ ☐

 

 

Has the breach been or will 
it be notified directly to 
other concerned 
Supervisory Authority/ies? 

 

☐ ☐  

 

Has the breach been or will 
it be notified to Data 
Protection Authorities 
outside the RSA? 

 

☐ ☐

 

 

Has the breach been or will 
it be notified to other 
regulators because of 
other legal obligations? 

 

☐ ☒  

 



 

 

1. Breach Detection 
 
 

 

 

mailto:graham@consort.co.za
mailto:chris@consort.co.za
mailto:shaun@overscore.co.za


 

 

2. Breach Containment 

 

3. Notification Requirement 

 

 

 

 

 

 

 

 

 



 

 

4. Recovery Process 

5. Post Incident follow up 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1. Access Request and Objection Procedure 
 

 

1.1. The right of access 
 

 

Where requested, we will provide the following information: 
 

 

 

 



 

 

 

 

 

 

1.2. How to make a Data Subject Access Request 
 

1.3. What we do when we receive a Data Subject Access Request 
 

1.3.1. Identity Verification 
 

 

1.3.2. Information Gathering 
  

‐

 

1.3.3. Information Provision 
 

 
 
 



 

 

1.4. Fees and Timeframes 
 

 

 

 

1.5. Your other rights 
 

‐



 

 

1.6. Automated Decision-making 

‐

 

1.7. Lodging a complaint 
 

2. Annexure A

FORM: REQUESTS IN RELATION TO YOUR RIGHTS IN TERMS OF THE PROTECTION OF PERSONAL 
INFORMATION ACT NO 4 OF 2013 (POPIA) 

 

 

Registered Company Name:   

Business Address:  

 

Postal Address:     

Telephone:     

Email Address:     

 

 
 
 



 

 

 
Please note: 
 

 

Mark the appropriate request box with an “x” and only complete the relevant sections. 

A. DETAILS OF THE DATA SUBJECT (to whom the request relates) 

 

Full Names and Surname / Registered Name if 
data subject is a juristic person 
ID/Passport number or Registration number if 
data subject is a juristic person 
Residential, postal, or business address  

Contact number 

Email address 



 

 

B. PARTICULARS OF PERSON MAKING REQUEST ON BEHALF OF THE DATA SUBJECT 

 

Full Names and Surname / Registered Name if 
data subject is a juristic person 
ID/Passport number or Registration number if 
data subject is a juristic person 
Residential, postal, or business address  

Contact number 

Email address 

C. INFORMATION REQUESTED 

 

I would like you to: 

Confirm if Consort processes my personal information  

Provide a copy of my personal data held  

Provide an explanation and/or documentation and material relating to the following: 
 

 

 

 

 

D. REASONS FOR OBJECTING TO THE PROCESSING OF YOUR PERSONAL INFORMATION 

Provide detailed reasons for objecting to the 
processing of your personal information  

If known, please provide details of the record to 
which the objection relates  



 

 

E. PERSONAL INFORMATION RECORDS TO BE CORRECTED OR DELETED 

 

Provide detailed reasons for the correction or 
deletion  

If known, please provide details of the record to 
which the correction or deletion relates  

F. PERSONAL INFORMATION RECORDS TO BE DELETED OR DESTROYED 

Provide detailed reasons for the destruction or 
deletion  

If known, please provide details of the record to 
which the destruction or deletion relates  

G. MEANS OF CONTACT 

 

Telephone number  

Email 

Physical address 

Relevant contact details    

 
 
 
 
 



 

 

 
3. DECLARATION AND SIGNATURE 

H.  
________________________________

 

_____________________________ ________________ __________________ ____

________________________________



 

 

COMPLAINT REGARDING INTERFERENCE WITH THE PROTECTION OF PERSONAL 
INFORMATION / COMPLAINT  REGARDING DETERMINATION OF AN ADJUDICATOR IN TERMS OF SECTION 74 OF 

THE PROTECTION OF PERSONAL INFORMATION ACT, 2013 (ACT NO.4 OF 2013) 
 

REGULATIONS RELATING TO THE PROTECTION OF PERSONAL INFORMATION, 2018 
[Regulation 7] 

Note: 

 

 

 

Complaint regarding: 
 

☐

☐

PART I 

ALLEGED INTEREFERENCE WITH THE PROTECTION OF THE PESONAL 
INFORMATION 

IN TERMS OF SECTION 74(1) OF THE PROTECTION OF PERSONAL 
INFORMATION ACT, 2013 (Act No. 4 of 2013) 

A PARTICULARS OF COMPLAINANT 
Name(s) and surname / 
registered name of data 
subject 
Unique identifier/identity 
number 

Residential, postal or 
business address 

Postal Code 
 



 

 

Contact number(s) 

Fax number/email address 

B 
PARTICULARS OF RESPONSIBLE PARTY INTERFERING WITH PERSONAL 

INFORMATION 
Name(s) and surname / 
registered name of 
responsible party 

Residential, postal or 
business address 

Postal Code 

Contact number(s) 

Fax number/email address 

C REASON FOR COMPLAINT 



 

 

PART II 
COMPLAINT REGARDING DETERMINATION OF ADJUDICATOR  

IN TERMS OF SECTION 74(1) OF THE PROTECTION OF PERSONAL 
INFORMATION ACT, 2013 (Act No. 4 of 2013) 

A PARTICULARS OF COMPLAINANT 
Name(s) and surname / 
registered name of data 
subject 
Unique identifier/identity 
number 

Residential, postal or 
business address 

Postal Code 

Contact number(s) 

Fax number/email address 

B PARTICULARS OF ADJUDICATOR AND RESPONSIBLE PARTY 
Name(s) and surname / 
registered name of 
responsible party 

 

Residential, postal or 
business address 

 
 
 
 
 
 
 
 

Postal Code  

Contact number(s)  

Fax number/email address  

C REASON FOR COMPLAINT 


